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1 Introduction

Most computers use passwords to perform authentication [Smi02]. Maybe give an example of a typical Windows environment to see where passwords arise. 

We often learn by what appears to be trial-and-error, but more accurately propose-and-improve. Some remarks from Anderson’s book as well. How intelligent are our propositions turning out to be? Smith attempts to survey this process. The systems we have today have “evolved from decades of attack, many successful”. Sounds like the current situation of grappling with virus advances.

Looking at solutions for an unattended, password-controlled access to (computing) resources.

Passwords methods/operation “originated” with time-sharing schemes. But do these still apply to modern client/server systems, n-tier architectures, presence of middleware, web server/ecommerce systems, web services?

Memorized “private code” required in for CTSS access in 1963. Implicit in use of passwords (authentication) is resource restriction (authorization), which provides a stimulus for some to circumvent such measures (to regain their orginal freedom). The orginal hackers. 

At the time that the author began to write this document, passwords remained a common source of attacks as evidenced by two events. The first set of attacks is explained in a CERT Advisory issued early in 2003 which states that CERT/CC has observed “an increased number of reports of intruder activity involving the exploitation of Null (i.e., non-existent) or weak Administrator passwords on Server Message Block (SMB) file shares used on systems running Windows 2000 or Windows XP”. This vulnerability was exploited by several attacks including malicious code known as Deloder and Lioten. Both attacks used null passwords for Adminstrator accounts of file shares to obtain a list (enumerate) of username/passwords on the victimn machine, and then use brute-force to crack some accounts, and then replicate themselves. These attacks rely on weak or non-existent passwords or both Adminsitrator and user accounts. There are several technical fixes but all such fixes stated that Administrator passwords must be made stronger and harder to guess. 

A more subtle attack concerned the recovery of passwords for IMAP, an email protocol, that were supposedly protected by the encryption of an SSL session. An Advisory (was issued by the AusCERT for this attack, which cases code in the OpenSSL project to be modified. 

A Password System is defined as a collection of processes for supporting password-based authentication. 

2 Password Basics

2.1 General

· A password is a memorized secret. Basic trade-off between hard-to-guess passwords (for attackers) and easy-to-remember passwords (for users). These properties often seen as mutually exclusive.

· Passwords share several properties in common with physical combination locks [Smi02, p.40]

· Preset factory/vendor password/combination not changed.

· Password/combination selected based on (personal) information that is easy to remember.

· People write down password/combinations when they are hard to remember.

· Managing forgotten/lost passwords may be expensive.

· [Smi02, p.31] “Sites often rely on passwords because of lower costs: the implementation requies no special hardware to purchase, install and maintain. Organizations use other techniques only when the potential loss from mishandled passwords clearly exceeded the cost of something different”. 

· Need to perform some type of risk analysis to determine if passwords alone provide an acceptable solution.

· Passwords are portable and suitable for roaming users who require remote login. Seem good idea with web-based communication.

· Effectiveness of passwords depends on their secrecy, and this is often hard to guarantee. In general passwords can be recovered by being

· Intercepted or sniffed after being produced by a user.

· Guessed or otherwise deduced based on information such as a password file, or intercepted protocol data.

In both cases, the attacks are often not detectable until the attacker actually uses the intercepted password. 

· Passwords not represent “total” security solution and are often supplemented by other authentication factors to increase reliance on authentication processes that involve passwords. See [Smi02, p.25] for a discussion of authentication factors. But then why use them at all?

2.2 Security Strategies or Policy

Smith (p.8) presents 3 broad reasons to implement security measures (seems weak to me):

· Standards of Due Care. To the extent that “business are legally-obligated to install well-known safety measures to protect against well-known risks”. Courts may find businesses otherwise negligent. Given that passwords have been around for so long surely we must have some such standards for passwords? Certain RFCs, books, web site recommendations, mailing lists, vendor sites (MS) and so on? See Smith chap 1 notes. Best practice? 

He has left out laws and guidelines that a company may be subject to, or standards imposed in business relationships (cf. dealing with the Navy). NIST or NSA publications for government? CERT Site Security Handbook?

· Risk Analysis. Some calculation based on cost of security measures versus likelihood of loss from not doing so. Lots of better definitions available I guess. Add some analysis such as found in [SP830].

· Exceed Industry Practice. To make others more likely targets. I am not sure this is a very common motivation. 

Need to tailor this to passwords where possible. I guess there are many binding policies to be reviewed. What about NOIE recommendations for example?

2.3 Authentication Systems

Classification from [Smi02,p.3, Table 1.1]: (a little general as well)

· Person, Principal or entity to be authenticated (cf. Authentication Population).

· Distinguishing characteristic (password, ATM card and PIN, certificate).

· Proprietor (provide auth systems and relies on it distinguish auth entities from non-auth entities).

· Authentication mechanism to identify the distinguishing characteristic (password validation software, ATM card validation software, cert validation software).

· Access control mechanism that grants privilege when authentication succeeds (login process, access control, banking transaction, web site).

Somewhat reasonable diagram [Smi02, p.4].

Somewhat reasonable diagram [Smi02, p.11] showing authentication in a timeshared environment.

Can we adapt this to passwords?

Somewhat simpler autehtnication process described in [PWU85, p.4].

The above system for example could be described in terms of Windows logon (where get this?).
2.4 Password Design Patterns

Notion described by [Smi02, p.103], which may have some value. Only a minimal summary for the purpose of defining some terms and notation.

· Local Authentication: Portable or hand-held devices, laptops, stand-alone workstations. Auth mech resides within a single security perimeter. (p.118).

· Direct Authentication

· Indirect Authentication

· Offline Authentication

3 Password Systems

By this point we assume that authentication and password-based authentication have been defined, or at least generally discussed.

Our study of Password Systems begins with two influential documents, both published in the same year by departments of the US government. The first, published in April 1985, is the Department of Defense Password Management Guideline [PMG85]; the second, published in May 1985, is the Standard for Password Usage, Federal Information Processing Standards Publication (FIPS PUB) 112 [PWU85]. Throughout this document these publications will be referred to as the DOD PMG and FIPS 112, respectively. We note that the DOD PMG is included as an appendix in FIPS 112.

Both the DOD PMG and FIPS 112 make “best practice” recommendations for the design, implementation and usage of Password Systems, with the goal of increasing confidence in password-based authentication mechanisms. The best practice aspect of the recommendations …. Further certain technical recommendations are necessarily subject to revision therefore …

The DOD PMG was motivated by the DOD Trusted Computer System Evaluation Criteria [TCSEC] requirement of individual user accountability, which in turn relies on trustworthy processes for user identification and authentication. The DOD PMG includes considerations specific to TCSEC-compliant IT environments, such as discretionary and mandatory security policies, and information classification. However, many of the DOD PMG recommendations can be applied directly as best practices to more common commercial IT environments. In particular, the analysis of the guessing rate …

FIPS 112 was motivated by the more general mandate that password-based authentication is common on computer systems
, and as this practice was likely to continue, it would be prudent for the US government to develop a standard that made best practice recommendations on the design, implementation and usage of Password Systems. FIPS 112 suggested that the US government could use such a standard to evaluate and improve existing Password Systems (when upgraded for example), and could also be used to provide requirements for the procurement of new IT technology that incorporated, or otherwise relied on, a Password System. 

The approaches to Password System best practices taken by the DOD PMG and FIPS 112 are related but different in scope. Besides direct TCSEC considerations, the DOD PMG may be interpreted as a general risk analysis of user password compromise during typical operation of a Password System. To this end, the DOD PMG make recommendations that address initial user password generation and distribution, the changing of user passwords, and the safe storage of user passwords by the Password System itself. A detailed analysis is also made of the relationship between the lifetime of a password, the size of the password space and the rate at which a password can be guessed by an attacker. The purpose of this analysis is to parameterize the Password System so that the probability of guessing a given user password during its lifetime is known and considered acceptably low. This is considered the biggest threat …

On the other hand, FIPS 112 defines a set of 10 factors to describe and characterize the security of a Password System. These factors include specific technical factors of passwords such as their composition, length, method of generation (source) and lifetime, as well as more managerial factors including password distribution, storage and entry (by a user). The 10 factors presented in FIPS 112 are called basic factors, and additional factors may need to be considered in the design, implementation and usage of a given Password System. 

4 Password Selection

Following [Smi02, p.43], the authentication distinguishing characteristic (in this case a password) is derived from a unique and private base secret. Knowledge of the base secret separates the user from the attacker. 

Password (base secrets) can be selected at random and need not be tied to any cultural sentiments of the user. This makes the password harder to guess and easier to change (if your password is your birthday then that is hard to change unless you select another significant personal date – can’t be too many of those). 

[Smi02, p.63] has a discussion of entropy, base secrets, and average attack spaces. Much of the analysis seems to be problematic, starting with his definition of entropy. Probably need a separate note to address all the concerns. However some of the ideas are ok.

Passwords must be memorized and people tend to select memorable words.

General comments [Smi02, p.87].

People are more worried about being able to access resources (their machine, applications) than they are about someone else doing the same thing. So they select passwords that they can remember. Use population today is quite unsophisticated and much less likely to exercise due care in password selection. How much do we trust them? How much help do we give them?

[PMG85, §4.4.1] argue that single guess probability critical parameter of system, and must be controlled. Therefore passwords must be generated by the system so that this prob is related clearly to the size of the password space. Recommends all passwords be of length at least 6 characters. C.5 and C.6 have some worked examples to get password lengths.
4.1 Statistical Properties of Natural Language

Passwords must be memorized and people tend to select memorable words.
[Smi02, p.88] has some calculations for English. Quotes English entropy stats from Stinson and Schneier. 
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[Viss97] “Analysis has shown that the amount of information present in a typical password is far less then the available number of bits would suggest”. 
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4.2 Selection Bias

[Smi02, p.91], notes that Klein [Klei90] paper is first comprehensive study on topic. Has summary of Klein’s dictionary search method. Compares studies (Table 3.1 p.93) with work of Klein, Worm, Spafford [Spa92], CERT Incident Note [IN9803] and Yan et al  [Yan00].

[Smi02, p.98] and Table 3.2 have more password space analysis.

Perhaps most of this is superceded by L0phrack and LC4 stuff. Certainly for Windows.

4.3 Password Entropy

See this document that I am developing separately.
4.4 Password Registration Process

Typically system (proprietor) will assign a user name as part of creating a user account. Apart from permissions and resources, the account will often have a password assigned. Initial password may be set as [Smi02, p.80]

· Self-authentication. Users are trusted to establish their own password. Variants including

· No initial password and created at first use of account. Verify that this happens in XP! If this is true then it should be made an explicit threat (at least for XP, A-24 and D-24 in Smith, p.100).

· Default password that user is encouraged to change at first use of account. Threat that the user may not change this password, or administrator may not change for device/application (DCPC). 

· Enrollment in-person. See PEIP comments below. User can choose password.

· Assignment of Initial Password (Base Secret). 

· Tradeoff between two previous cases (extremes) 

· Common in web-based enrollment processes especially in an enterprise. 

· In the case of public key, several secrets may be assigned and distributed via separate secure channels. 

· Also common in bulk enrollment where initial secret written to paper and sent securely to user. 

This stated approach in [PMG85, §4.1.2] is that admin generates passwords whether in-person or delivered otherwise. Need a method to prevent the exposure of the password to the admin person at time or generation.
User may still wish to change initial password. The process for changing a password should probably be given its own section.

4.5 Password Auditing

Retroactive Password Checking?

[Smi02, p.95]. “In this approach, a site administrator uses password cracking programs to search for weak passwords in encrypted password files”. Smith calls this “therapeutic password cracking”. The text in Smith’s section is quite weak. 

Crack is the classic Unix program for this purpose. SATAN developed out of this as well idea as well. What about Tripwire?

L0phtcrack is the classic Windows program for this purpose, which attacks password hashes extracted from the SAM file in NT Registry. But also has developed into a respected Admin tool. 

These and other programs reflect the “duality of security tools and attack tools” [Smi02, p95]. The basic device that is used to identify weaknesses also discloses these weaknesses to attackers. Randall Schwarz, author of Perl, ran into problems.

4.6 Automatic Password Generation

Avoid weak passwords through automatic generation on user’s behalf. 

Typically this generation is based on some notion of “randomly” selecting passwords according to some rule set. Better to describe these as random-looking passwords that are hard-to-remember and hard-to-guess. [Smi02, p.96] observes that we can just just generate a random number and then encode it into a printable form. With some probability this will satisfy the rule set, which may be interesting to investigate.

A generator may attempt to produce pronounceable passwords to promote better usage. One such scheme is [APG93]. Of course pronounceable passwords introduce bias into the password space. [Smi02, p.96] quotes that a 10 single-case letter has something like 141 trillion possibilities while the FIPS 181 generator can only handle 1.6 trillion of these, which “yields an average attack space of over 39 bits”. Where did he get this value? Also see Table 3.2, p99.

We now also raise the issue of finding good random numbers. One weak scheme is described in [Morr79]. [Smi02, p.96] claims that computing advances have “essentially killed” pronounceable passwords because they cannot resist brute attack (note here he uses this term rather than trial-and-error), say on 10-letter FIPS 181 passwords. 

4.7 Proactive Password Checking

System screens passwords at time of generation (initial generation or at times of change). Again this approach some sort of password policy against which the “fitness” of candidate passwords are evaluated. 

Users then tend to attempt to find shortcuts or mneumonics that circumvent the password rules (or satisfy them minimally). Admin people try to tighten the constraints to avoid this.

Klein [Klei90] gives rules on passwords to be avoided, but [Smi02, p.97] claims that commercial checkers do not attempt this level of filtering since it is too complex for users (cf. Entrust master users). How hard are these checks computationally? People would probably require extensive training to understand the rules, and automatic generation would be better. 

Smith thought the dictionary-based rules of [Spa91] were more reasonable.

Bishop has some remarks as well [Bis92a, Bis92b], as well as Yan [Yan01].

Windows NT and 2000/XP can be configured to enforce password “complexity” constraints.

Critique passwords selected by users.

5 Password Storage

Usually passwords must be stored on a system, and readable by logon process and writable by password change process for example. This information must have appropriate access control to prevent unauthorized modification or disclosure. Additionally protected by hashing and encryption methods. Maybe state that things not so good with orginal UNIX systems and the PWL files of pre-NT systems.

5.1 System Storage

How the system stores passwords – in files, hashed, encrypted. Basic access controls.

Call this the password database. Must be protected by system access controls. Unauthorized reading and writing are threats. Login process must read database, and password replacement must read and write.

5.1.1 Cleartext

Does anyone system do this these days?

5.1.2 Password Hashing

Smith begins discussion on p.14, with reasonable diagram on page 15. The scheme has been widely adopted and Smith (p.15) goes as far as saying “every modern server system stores passwords in hashed form”.
Attributes the use of hashed passwords to researchers at Cambridge on the Titan Timesharing System [Wil68] (Wilkes, Needham, Guy). 
Reduces risks from making the password file readable on a system or on backup media. Attackers cannot expect to read passwords directly out of the password file, so an additional level of security is introduced beyond protection of the password file itself (which probably cannot be guaranteed in any case). As with all forms of encryption, the security of the information shifts from protecting access to the encrypted data to designing strong encryption and protecting any associated keying material. But in this case no keys are required.

Could make quite a few relevant comments about the properties of such functions (keyless, deterministic, irreversible, and so on). Were these functions really the precursors to the MD and SHA families that we have today (HAC?). Smith has a weak discussion (p.16). Hash procedure should be reasonably efficient since it must be used whenever a password check must be made.

Considerations now moved to designing/finding hash functions with the desired properties. The orginal hash function proposed in Multics in the early 70’s was broken by a U.S. Air Force team who were evaluating the security of Multics (this incident is recounted by T. van Vleck in [Vle95]). 

Demonstrates how a good idea for a security service must rely on good underlying cryptographic functions.

Could probably do with some more details here to distinguish between these orginal “one-way ciphers” and what we understand as hash functions today. Don’t forget the Purdy paper.

Shadow password files.

5.1.3 Password Encryption

[PMG85] recommends encryption when “access controls not adequate to prevent exposure of stored passwords”. In fact use it even when acess control seems adequate since for example protects against copies is sytems dumps where access controls are bypassed. Recommends encryption algorithm that meets specs of App B (they are sensible), including that encryption key not be stored on the system (cf. Syskey).

Recommend that password encrypted soon after entry, then erased from memory, and then never decrypted (comparisons made on encrypted versions). Windows? Only encrypted passwords be used in comparison operations, and therefore have no need for decryption operation (also applies to hashing).
Syskey for example.

[Viss97] advocates using “irreversible” hashing over encryption since encryption implies that passwords can be decrypted. Equates “irreversible” with one-way which is not true (discrete log systems are both one-way and reversible). 

(LOC) The advantage of encryption is the protection of the password can be shifted to a strong random encryption key, assuming that we can store and otherwise manage such a key in a secure manner. It should be possible to eliminate brute-force attacks without knowledge of the encryption key. This is not possible with keyless hashing methods, even with those that use salting. Would a keyes hash function be better than encryption?

Hashing and encryption both admit brute-force attacks, but for hashing these attacks are based on password choices, which should make them more efficient.
5.2 User Storage

If the user has a hard-to-remember password then policy may allow them to write it down under certain conditions. See [Smi02, p.181].

[PMG85] states that passwords should be remembered (memorized) and not stored on any media. If they must then media must be protected to the same degree as data protected by possession of password. See Appendix D for more info.
5.3 Password Recovery

How to deal with the legitate loss of passwords for accounts, applications and protocols. I guess this depends on how passwords are stored.

Backup of system passwords – something about disks etc.

Huge number of vendors (.com’s) in this area, mostly adapting given password cracking software.

6 Password Lifetime

Need to review risk analysis terminology, say from Wheeler glossary, because this is what this section is about in the end.

6.1 DOD Analysis

Analysis from [PMG85].

The security provided by a password system depends on the password being kept secret at all times. states that passwords are vulnerable to compromise since

· a password must be initially assigned to a user when enrolled on the ADP system; 

· a user's password must be changed periodically; 

· the ADP system must maintain a "password database"; 

· users must remember their passwords; and 

· users must enter their passwords into the ADP system at authentication time.

The main threat to a password is the exposure of the password during the period for which it can be used, referred to as the password lifetime. The longer the lifetime of a password, the more opportunities arise for exposure (compromise) during typical usage scenarios involving the password. There is some function which describes the probability of password exposure; the details are difficult but it seems reasonable that there is some threshold reached during the elapsed password lifetime, from which that time forward the probability of exposure is considered unacceptably high. Before that the probability is not zero, but acceptably low. 

After the threshold is passed, the password should be considered suspect, “rather than a reliable proof of identity” (means of authenticating a given identity).

Given these general comments, then a maximum password lifetime should be implemented which forces password changes to avoid a threshold of unacceptably high probabililty of password exposure being reached. The maximum password lifetime is defined to be at most one year, however known threats may dictate an even shorter lifetime. This calculation will depend on the relation between the size of the password space and the “guess rate”. The DOD recommends that passwords which reach the maximum lifetime be invalidated.

Recommended that user never write down (on any media) passwords, but if they do the protection of the media must be commensurate with the damage due to exposure.

6.2 Trust Model

In a networked environment, access to one password may bring access to many resources even on other machines because the one password may be used for authentication for more than one resource. See [Smi02, p.59] for how this helped the internet worm use the “r” commands to spread itself. What is the trust model here? What about for SSH and other admin tools that allow people to hop from machine to machine?

What about the Win2K model?
6.3 Password Expiration

[PMG85]
· The Password System enforces that expired passwords must be change immediately, for example. A User who logs on with an expired password should be forced to replace it before being granted further access. 

· Expiration is not a property of the Password itself (as with certificates) but must be enforced by the Password System. The Password System should prompt the Entity to replace their Password before expiration is reached, to avoid “lockout” from resources. As with certificates, how soon should a entity be contacted to replace their password to avoid “lockout”?
· No logon presented to user with expired password and they experience system lockout. This requires password reset by an admin for the user to proceed.

· The policy associated with a password system may state that expired passwords must not be reassigned, which can be enforced through invalidating the password. If possible, the password system should enforce this policy requirement through password auditing or password filtering.
6.4 Password Replacement

Note on “replace” rather than “change” (see glossary). Passwords must be replaced regulary, or on a periodic basis, to counter the threat of undetected compromise. Well, this is the operation that will be used to enforce a given password lifetime.

The user should be prompted to do this operation but be allowed to perform it themselves. The op should be authorized (check defn) using the current password. In particular the operation need not involve the PWS admin person.

Can be enforced by marking the user password as expired.

[PMG85]

· Op invoked at request of user or when user logs on with password marked as expired (in theory cannot logon with formally expired password because it cannot be used).

· When part of logon then user must authorize operation using current password. The new password should be different than the current password (history!) and satisfy requirements of Appendix A (their PGA). Enter new password twice. 

7 Direct Recovery Attacks

General class of attacks that attempts to intercept a password as it travels from its owner to the authentication mechanism. Orginally this used to mean from the keyboard to internal memory accessible by the authentication mechanism, but this has changed with network authentication. Must address sniffing threats on communications channels.

Not sure what to do with this section. General overview of sections to follow?

See Figure 1.2, [Smi02, p.7].

Need not always attempt to recover a direct copy of the password from the authentication system. Firstly, as with hashed passwords, it may not be available. Second attacker can exploit that many people do a poor job of choosing hard-to-guess passwords, and otherwise manage passwords in an insecure manner. If if password is directly available in the system, the second form of attack may be easier.

7.1 Explicit Password Files

By this I mean a file that stores username/password pairs explicitly. Thus this file must be protected directly. Which systems started out this way? PWL files?

7.2 Default Passwords

[Smi02, p.82].
7.3 Audit Logs

[Smi02, p.18] contains a discussion of extracting passwords information from system audit files. He states that the solution here is treat password/logon auditing as a special case, and not to associate a user name with such events.

Well if systems really do this then add this approach to the list of defences.

Smith claims that Windows 2000 and others use separate audit procedures for events involving passwords (such as unsuccessful attempts p.18). This needs serious investigation. Begin with the article by Silveira [Silv01], which deals with passwords and Kerberos.

Other system files to be guarded?

7.4 Reading Keyboard Buffers

Discussed in [Smi02, p.23], with Figure 1.7 on next page. Claims that password read into a special area of RAM known as the keyboard buffer, and comparison with stored (hashed) password performed using the buffer as input. Sniffer program could also be running and read plaintext (unhashed) version of the password directly out of the buffer as it was typed in by the user. 

Smith notes that the RAX system running on an IBM mainframe could not perform any operations on the password, such as hashing, until a line of input has been received. That is, password could not disguised as it was entered. “Eventually” the RAX system made reading the keyboard input buffer a privileged system operation, which could be supported by the underlying IBM mainframe architecture. 

Smith comments that some modern OS use hardware protection features to keep keyboard information secret. But some do not. Smith says that well-known sniffers for Windows include “keycopy”, “playback” and “keytrap”. Are these considered a form of virus?

Keystroke monitoring software collects every stroke from the keyboard. This is used by management to monitor employee activity, make sure not using company resources unproductively. The log files produced by these programs will contain passwords, and thus reveals this information to the audit reviewers. How can this be balanced against policy? Should this be made a formal threat? Little more web info on these tools is required.

7.5 Trojan Login

Commonly an attacker installs software that mimcs login functionality and attempts to gather passwords. And the typical solution is for the system to provide a secure attention signal which can be recognized as a request for special services such as login. The secure attention signal is always caught by the system which executes a built-in program to query the user on the services required. “The secure attention provides a trusted path between the person operating the computer and a piece of trusted software on the computer” [Smi02, p.27]. 

Secure attention is a requirement of TCSEC by the US Government.

Google search turns up lots of things here, including the variant Secure Attention key (SAK). In general UNIX systems do not come with a SAS/K defined.

Establishing secure channels between the key, screen and system also has applications for secure digital signatures.

7.6 OS Substitution

[Smi02, p.109]. 
7.7 Van Eck Sniffing

[Smi02, p.27]. Named after a Dutch scientist, this attack refers to sniffing the electromagnetic signals emitted from vieo monitors. These signals are referred to as van Eck radiation, and can be detected in theory to a distance of 1 kilometre. First defence is not to print passwords or other sensitive info on the screen.

Smith claims that research in this area traditionally discouraged by the US government. TEMPEST? We will not include this is our list of threats. Perhaps Anderson has something to say in his book.

8 Online Attacks

8.1 Logon Attempt Attacks

This class of attacks assumes that the attacker has access to the PWS via the Logon process, either via the standard GUI interface or programmatically. Discussed in [PMG85, §4.3.4, App C] and applied to NT in [NTSG98, §10]. 

How does this attack apply say to share access in Windows? Does the logon count apply to just primari or secondary logons as well? [PMG85] defines as access port to be an interface to a system and each such port should be individually controlled. Windows?

A logon attempt is a username/password query to the Logon process of the PWS, which will grant access if the pair match. Thus the Logon process provides the attacker with a mechanism (oracle?) for verifying the correctness of a password guess for a given username. In the analysis to follow it is usually assumed that each logon attempt constitutes one guess of a password for the username, and no additional (side) information concerning other passwords is released through this process. Thus to guess 100 passwords the attacker is required to make 100 logon attempts.
 To thwart this attack then the PSW needs to limit the number of queries that can be made to the Logon process, and further, the rate at which such queries can be made. Such parameters need to be selected so that the PWS remains convenient to use for normal operation. 

[PMG85, §4.3.4]. “The logon attempt rate must be controlled so that the number of guesses that can be made over the lifetime of a password is limited to a known upper bound”. PMG recommends that maximum logon rate fall within the range of once per second to once per minute, which should retain the user-friendliness of the PWS while preventing rapid search of the password space. 

8.1.1 Notes

Some analysis of this approach in for NT given in [NTSG98, §10]. I guess Sutton is probably following PMG to some extent. 
Unix “doubling delay” for unsuccessful logins.

9 Offline Attacks

See [Smi02, p.47] for a discussion in relation to UNIX systems.

Offline password guessing, with access to (hased) password file [Smi02, p.52]. The search can be ordered to take advantage of low-entropy (structured) passwords (p.53). Any math to speak of here besides experiments?

Weak cryptography (Smith p.54 for breaking M209 hash). Further examples with NT and other Windows schemes). 
9.1 Dictionary Attacks

What are the preconditions to mount such an attack? A full specification of formats and algorithms used by the auth mech, and access to password file or auth mech to verify guesses? Do we have a conflict here between open specification for security review and creating attacks due to full disclosure?

See [Smi02, p.56].

This type of attack used by the famous internet worm [Smi02, p.59] (dynamic version).

Simple calculation ([Smi02, p.56]). Assuming commercial dictionary has between 150,000 and 200,000 words then a direct search will take 200 seconds if a test takes 1 millisecond. If we further permit simple edits to the words (capitalization changes for example), to give 10 variants of each word then we are still done in just over half an hour. Assumes we have the password file or unlimited access to logon mechanism (would take longer than 1 millisecond I think).

Precompiled/precomputed dictionary attack is when hashes of words or done beforehand, and then one simply searches through the password file looking for matches. Using our 2 million words from above and assuming 11 bytes of hash/index then we require a 22MB file for the attack. Quite feasible today.

The use of a salt value greatly increased the size of these precomputed dictionaries. With a 12-bit salt our previous dictionary leaps up to 80 gigabytes (Smith p.58). Well that still seems ok today but we can make a 32-bit salt and so on.

Details here sketchy as provided by Smith but I am not sure if we need to dwell on this point as better protocols have been devised to thwart dictionary attacks.

Most often used in offline mode but can also be online/dynamic mode where the attacker installs the search software on the victim’s system, say as part of a virus. In this case normally use a system dictionary is the attacker dictionary is not easily hidden as part of the virus. Usually cannot be as it is large (how large?). Used for real-time password recover and then, say, propagation of virus.

[Smi02, p.90] has comments with main example as the success of the attacks used by the Internet Worm. He relies on several analyses by Spafford, such as [Spa88], and dictionaries provided by FIRST. He has some calculations.

9.2 Network Password Attacks

Put this after local and guessing attacks since this is a generalisation of both to the case where password info in intercepted on comms links.

Famous network password sniffing incident in 1994, which prompted a special CERT Advisory [CA9401]. Smith reports (p.26) that situation was so drastic that network news broadcasts recommednded all internet users change their passwords, since it was suspected that at least 100,000 passwords had been collected. 

10 Unix Password Security

Summary given by [Smi02, p.47].
11 Windows NT

Here is summary article discussing issues in Windows password security.

11.1 Introduction

In this section we consider the Windows NT password system, as it was defined originally in early releases and its development over the release of subsequent Service Packs. Significant revisions and improvements to the original Windows NT password system had been made by Service Pack 4 (SP4), frequently in response to password-related vulnerabilities published on the Internet by various hackers and developers. Some of these vulnerabilities posed quite severe threats to password security that Microsoft responded by promptly releasing system “hotfixes” to mitigate the threats. 

The process of improving the security of the Windows NT password system through identifying and addressing vulnerabilities has been problematic, to say the least. The basic problem, in the view of the author, is that many technical details of the Windows NT password system were not adequately described in the documentation that accompanied Windows NT. 

· Windows NT was the first serious attempt for a MS OS to address security in a systematic manner. To this end, MS endeavoured to have Windows NT rated against the Orange Book classification and was able to achieve a C2 rating. 

· “Many” of the security architecture decisions and subsequent improvements made in Windows NT have been adopted in later Windows versions, including Windows 2000 and XP. Further, it is likely for some time that installations of Windows 2000 will need to interoperate with NT clients or even larger NT domains, and will therefore need to support directly the NT security features and protocols. In general MS now actively supports the use of Kerberos for all logon/authentication tasks over a LAN environment, and the trend is to eliminate dependencies on NT security methods. 

SP3 contained big security improvements (August 1997). 

Note that HE4 treats the Windows NT family to include NT, Win2K and XP.

	Security Property 
	Released
	Comments

	LanManger Password Hashing
	Orginal version
	· Avoided cleartext storage of passwords in SAM

· Required for backwards compatibility with older windows clients and other non-MS products.

	Password Filtering
	SP2
	· Weak passwords (I guess, using the passfilt DLL).

	System Key 
	Post-SP2 HotFix
	· Known as the System Key Hotfix (MS link), and included in SP3.

· Password hash extraction from SAM using pwdump. 

· Recovery of SAM from other storage subsystems.

	System Key flaw
	Hotfix?
	· Bad use of RC4

	SMB Signing
	SP3
	· MITM, rogue server intercepts NTLMv1 request and asks client to use LanMan. 

· SMB session hijacking and replay (does this effect passwords security given it it C/R?).

	PPTP
	Post-SP3 HotFix

Included in SP4
	· This protocol can be used as VPN protocol to protect passwords as they travel from a client to a server over the internet (different protocols for example can be used over a LAN, such as secure channels/sessions).

	LanManager Hash Drop
	Post-SP3 HotFix
	· Known as the LM Hotfix

· Enabled LanManager hashes to be dropped from being sent with NTLM hashes in protocols (thus NTLM v1 working at this point).

	LSA Secrets
	Post-SP3 HotFix
	· Known as the LM LSA2-fix Hotfix

· Adds encryption to contents of passwords and credentials stored in the LSA.

	NTLM v2
	SP4
	· Sniffing passwords from SMB with better hashing, password alphabet, and secure session/channels (all this is true?)

· Using attacks based on LM and/NTLM v1 hashes from C/R protocols by enabling this hashes to be dropped Registry settings. 


11.2 Pre-NT

PWL Files.

11.3 The NT Security Subsystem 

An overview of the NT Security Subsystem and its components is given, for example, in the NT Server 4.0 Networking Guide [NSDP95], which was included in the NT Server 4.0 Resource Kit 
.  

DIAGRAM 

The 

The normal Registry key for the SAM is HKEY_LOCAL_MACHINE\SAM. 

[KB143475] states that NT Server stores user account information, including a derivative of the user password, in a secure portion of the Registry protected by access control and an “obfuscation” function The account information in the Registry in only accessible to members of the Administrators group (check this in a template?)

[Rams97] When you log onto NT, the user is authenticated by comparing the supplied password with data stored in the SAM database. The data stored in the SAM is not the password itself, but a hashed version of the password, further obfuscated and optionally encrypted (as described below). An Administrator has access to the SAM but only after they change the default permissions, and even then they do not have direct access to the passwords but only the SAM representation of the passwords.

SAM does not store passwords in cleartext but uses a derivative known as a hash.

11.4 SAM Password Hashing Methods
11.4.1 LanManager Hashing

11.4.2 NTLM Hashing

11.4.2.1 NTLM v1

11.4.2.2 NTLM v2

11.5 SAM Obfuscation of Password Hashes

The following is from [BVRSK].

“NTHash is MD4 of the user's unicode password.  LMHash is the DES encryption of "KGS!@#$%", using the password as the key.  Since DES keys are only 56 bits, the password is broken into two 7 byte halves, then each half is used as a key.  This leaves us with two 128 bit hashes, NTHash, and LMHash.

When stored in the registry, the hashes are further obfuscated by DES encrypting them, using a function of the user's RID as a key.  Again, since the hashes are 128 bits, there are two DES encryptions done. The two halves are actually encrypted using different DES keys, but they're both functions of the RID.  For details on this encryption, see Jeremy Allison's pwdump.

So, what ends up in the registry is:

des(k1,1st half lmhash), des(k2, 2nd half lmhash)

and
   
des(k1,1st half nthash), des(k2, 2nd half nthash)

where k1 and k2 are known functions of the user's RID.” The RID is the Windows NT RID (relative ID), the last 32 bit component of the Windows NT user SID (from the pwdump README).

11.6 SAM Storage Locations
Where NT stores passwords
Say both hashes go into the SAM. And the histories. Where in the registry are the hash entries (structure below HKEY_LOCAL_MACHINE\SAM). pwdump code talks about this.

At some point only the NTLM hash is kept (pure NT 4.0?).

[Viss97] States that SAM hashes are further “obscured” or obfuscated by some type of DES encryption, but this encryption can be defeated as shown by programs that can directly read the hashes out of the SAM. He does not like encryption in general since it assumes the existence of a corresponding decryption algorithm, and he prefers that there is no threat (weak keys, readable keys and so on) to recovering passwords. He then advocated “irreversible” hashing.

[NTPCD] Previous to the release of SP2, SAM hashes were protected with 40-bit encryption (RC4 or some version of DES?) Well this looks like 32-bit encryption from pwdump, and its not really encryption but obfuscation.

[Viss97] Unfortunately, the SAM encryption chosen is pretty trivial: the hash values are DES encrypted with a key easily derived from a user attribute (the RID). Jeremy Allison has reverse engineered the algorithm, and his pwdump.exe program undoes this encryption.

CIAC recommendations for SAM security.

See also [Coop98].
[NTPCD] NT makes a extract SAM information from the Registry and stores this information in a file located at %SystemRoot%\system32\config\SAM. This whole directory is “locked throughout the time when NT is running”. 

Does this “locking” override ACLs and so on, or is it the ACLs?
[Viss97] States that this file is world readable by default which can be verified with cacls %SystemRoot%\system32\config\SAM) . But he also says that “this file is normally in use by system components so you can not read it”, and I am not sure what that means. I guess these file permissions should be set in some policy template.

Why is this copy there at all? Which processes use this copy?
11.6.1 Standard Backups

Is this true?

11.6.2 Repair Tools

A copy of the SAM is left in the %SystemRoot%\repair directory but [Viss97] claims this only contains information on the built-in Administrator (that seems enough?) and Guest accounts. 
[NTSF1] states that “the SAM database is backed up to an ordinary file %SystemRoot%\repair\sam._ whenever a repair disk is created with the rdisk.exe program”. 

[NTPCD] “When you use the NT Repair Utility (rdisk) with the /s argument to backup the important information regarding the system configuration to a floppy disk, then a compressed copy of the SAM data file is created in the %SystemRoot%\repair directory under the filename SAM._” (maybe this file._ format means compressed). The Administrator should remember to delete this file, but sometime it is not done (threat). Is this the only solution? I guess there are tools.

Emergency Repair Disk (ERD)? Same thing?

11.6.3 Cached Credentials

[RFS98].

Not copy of SAM as such but stores password hashes. 

[RFS98], also see Q172931.

· NT stores PWH of last 10 successful logons. 

· Use this information for local authentication if network or DC is down.

· Seems not to be encrypted by Syskey.

11.7 SAM Encryption with System Key

[NTPCD] SP2 introduced System Key but [Viss97] states it was released with together with a hotfix that will become part of SP3. [Rams97] states that a hotfix was released in May 1997 for NT 4.0 to strengthen the storage of password hashes, known as the System Key fix. 

Can be used on NT Server and Workstation.

Previous to System Key the SAM was protected by access controls and an obfuscation function.

System Key is an optional feature to provide strong encryption (defined?).

Described in MS KBA [KB143475]. “For installations that want enhanced security, strong encryption of account password derivative information provides an additional level of security 

· to prevent Administrators from intentionally or unintentionally accessing password derivatives using Registry programming interfaces.” 

· To prevent offline attacks since the attacker must have the System Key to perform the attack (encrypt candidate hashes). Extraction tools such as pwdump no longer provide the actual password hashes since but the hashes encrypted with the System Key.
· Additional security to copies of the SAM written to the %SystemRoot%\repair directory using the rdisk command, and other system backup media (tapes etc.).

syskey.exe is the actual utility to enable strong encryption and to manage the System Key, and only members of the Admin group can run this utility.

Read KBA for discussion of PDCs and BDCs and System Key must be applied.

System Key is enabled automatically in Windows 2000, and may not be disabled (check in policy). The only option available for modification is to move the startup key to a floppy disk rather than using local storage.
11.7.1 Encryption using the System Key

[KB143475] does not describe how the encryption algorithm used with the System Key. The following details were determined by the Razor Research Team from Bindview in the course of identifying a vulnerability with how System Key uses the System Key (ugh!) for encryption of the hashes [BVRSK] (explained below).

An encryption key is derived for each user based on the System Key and their RID, referred to as the password encryption key for the user. The user PEK(U) is defined as the MD5 hash of the System Key concatenated with the user’s 4-byte RID. We note that MD5 produces a 128-bit output.

In this sense the System Key is a “master key”.

[KB143475] states that 

· Only the hashes from the user account info are encrypted. “Current United States export regulations allow the use of 128-bit encryption keys to be used to protect authentication data, such as passwords. The encryption keys used for Syskey are specific to the protection of passwords stored in SAM and the Security portion of the registry. There are no application APIs available for using 128-bit Syskey encryption for general-purpose data protection”.
· PEK(U) is encrypted with the System Key, so this must also be stored in the Registry (why not just derive it as required?).

11.7.2 Storage of the System Key

Not surprinsingly, the security of the SAM hashes shifts from the SAM itself to the security of the System Key, as the master key. The System Key must be available at boot time and MS [KB143475] has provided 3 options for administrators:

· “Use a machine-generated random key as the System Key and store the key on the local system using a complex obfuscation algorithm (?). This option provides strong encryption of password information in the registry and allows for unattended system restart”. 

Maybe reference the von Someren-Shamir work here, though perhaps a random symmetric key is harder/easier to find than a public/private key pair.
· “Use a machine-generated random key and store the key on a floppy disk. The floppy disk with the System Key is required for the system to start and must be inserted when prompted after Windows NT begins the startup sequence, but before the system is available for users to logon. The System Key is not stored anywhere on the local system”.

syskey.exe can be directed to store a randomly generated key on a floppy disk under the name Startkey.key, and that disk must be present during booting to load the System Key. “A major nuisance of this mechanism is that either the floppy must be present in the drive at all times, or the floppy must be inserted manually at system boot time”. So we either have a mahor security risk with the disk being always available, or an operator must always be present to boot the machine (no auto recovery from crashes). Further loss or corruption of the floppy means that the key is lost forever, unless there is some backup solution, which introduces its own problems. [Viss97] Cannot use this disk for multiple machines?
· “Use a password chosen by the Administrator to derive the System Key. Windows NT will prompt for the System Key password when the system is in the initial startup sequence, but before the system is available for users to logon. The System Key password is not stored anywhere on the system. An MD5 digest of the password is used as the master key to protect the password encryption key”.

Call this a “password derived key”. No minimum length is enforced but MS recommends at least 12 characters, and notes that 128 is the maximum.

Same problems as above for presence at boot time (manual intervention, personal presence), but can use the same password on different machines (advantage?).

[Viss97] According to MS, future implementations allow the System Key to be read from external devices such as a smart card. 

11.7.3 A Vulnerability with System Key

The Razor Research Team from Bindview identified a vulnerability [BVRSK] with how System Key encrypts the password hashes in the SAM. The vulnerability permits a brute-force search on the password hashes with knowledge of the System Key. 

In summary, System Key encrypts the LanManager and NT hashes, as well as the history of these hashes. A single key K is used to encrypt the LanManager hash, then K is used to encrypt the NT hash, and then K is used to encrypt the histories. The point is that rather than using one keystream to encrypt all the erquired data, RC4 is re-initialised using K for each hash to be encrypted. This permits the hashes to be XORed together, removing the encryption, and then permitting a brute-force attack. 

This problem was patched by MS [MS99-056].
11.8 Extracting Password Hashes

Given the password hashes one can mount a brute-force or dictionary attack on the hashes. [Viss97] concludes that dumping the SAM hashes directly will require Admin privileges, though this section will examine other ways of obtaing the same information. 
11.8.1 Alternate OS boot
[NTPCD] Part of the security of the SAM (perhaps a large part) is that the %SystemRoot%\system32\config\SAM file is locked during the time the NT system is up. Then this suggests that we substitute an alternate OS which does not lock the %SystemRoot%\system32\config\SAM SAM file. 

So you will need a bootable floopy disk that runs DOS, and some utilities to copy the SAM file from the NTFS volume (I need to understand these details).
[NTPCD] Administrator can always extract the contents of the hive key for the SAM to a local file. However the Administrator would still need to remove any obfuscation and/or encryption to read the hashes directly. 
11.8.2 PWDUMP

[Rams97] Released in March 1997, this tool extracted password hashes given access to the SAM. It was developed as part of the Samba project and was meant to ease password synchronisation between NT and Unix passwords. However quickly it was perceived as an attack tool. Main advance as such was the “de-obfuscation” of the hashes. Rams doubts this was the first time the hashes were extracted from the SAM.
A popular tool to do exactly this is pwdump, authored by Jeremy Allison (referred to as version 1?). Using pwdump it is then possible to write a program which reads the SAM, decrypts the hashes and writes (username, password hash) pairs out to a file for analysis (password auditing, password cracking and so on). [NTPCD] notes that this functionality has been incorporated into later versions of l0pht (now LC4).
However pwdump requires read access to the that part of the Registry storing the SAM information. By default read access to the SAM is restricted to Administrators (contradicted by [NTPCD]), and changing this access requires Adminsitrator privileges. Thus unless the NT system is misconfigured, the attacker must gain Adminstrator privileges to facilitate the extraction of system password hashes, but if such privileges had been obtained the attacker has already been successful. 

A more likely threat is to have an Adminstrator inadvertently run pwdump or a similar program, say packaged with an ActiveX control on a web page executed by an Administrator. Adminstrators should then carefully configure applications such as IE and Outlook so that they do not inadvertently execute malicious code (again is the attack successful if the Administrator executes malicious code?).

To mitigate these threat, restrict the number of people who require admin privileges, and also the number of admin logons that are required to perform common tasks.

[Viss97] comments that UNIX and NT are equally weak on this point since the shadow password file can be extracted in a similar fashion. However brute-force attacks on UNIX passwords should be more difficult with the use of salting. 

[NTPCD] Both pwdump and l0pht had problems with dealing with syskey encryption. But pwdump2 got around syskey as well (how?)

11.9 Extracting Password Hashes from the Network

We are really talking about “password (hash) sniffing” I guess and this may be a better title.

[Viss97] states that LAN sniffing has been made much easier with the MS “Network Monitor” tool which “features unlimited network tapping, protocol decoders and a nice GUI”. We are talking about sniffing LAN client-server protocols which is quite simple given access to the LAN cable. Internet sniffing is harder but can be done directly by say employees at one of the backbone Internet ISPs (he claims the press has made several reports of this happening – seems likely). 

11.9.1 LanManager Authentication Protocol

(need some protocol info here).

[Rams97] In July 97 MS released a hotfix for NT 4.0 to prevent LanManager authentication data from being sent in the challenge and response. This is known as the LM-fix and is expected to become part of SP4 (I guess we can check this). The continued presence of the LanManager authentication data in the C/R protocol needlessly “negated” the benefits of using stronger passwords, which would otherwise greatly improve the resistance of the protocol to brute-force attacks. On the other hand there is no improvement if weak passwords persist.

11.9.2 The SMB Protocol
[Viss97] “Older versions” (how old, which ones) sent passwords in the clear and this remains a threat in “modern systems” which support such legacy protocols for backwards compatability.

[Viss97] Standard SMB protocol used by LanManager and NT uses a challenge-and-response authentication protocol (find this in Smith), and passwords are not directly sent over the network (LAN). He is referring to the “3 DES keys” protocol. This can be replaced with a reference to NTLMv2, as appropriate.

11.9.2.1 SMB Signing

Not really sure what this is, but need to say something eventually (small remark in [Viss97]).

11.9.3 Protection of Anonymous Connections

Something in [Viss97] about this.

11.10 Cracking NT Password Hashes

NT passwords are vulnerable to dictionary attacks, and such attacks will run faster than say on UNIX passwords since salting is not used. As usual, best defence is better password selection.

[Viss97] Use NTCrack or “Crack (5.0a) for NT” (port from Unix).

11.11 Password Equivalence

Main point of this section is to indicate that attacks can be made even without recovering passwords from the corresponding hashes. Such an attack is sophisticated by possible, as described below.

The newer SMB protocol mentioned above is based purely on the hash of a password and not on the password itself. In particular, it is based on the hashed version of the password stored at the client machine, and connecting to servers does not require the user to re-enter their password for each such connection. 

[Viss97] This leads to an attack based on a “modified client”. The client is modified to request server access but instead of using a cached copy of the user’s hashed password, the client software uses hashes from a stolen copy of the SAM database, or just a stolen entry for that user. [Viss97] says this would be hard to do (the coding), but it is feasible, especially with open source LanManager clients floating around. 

This attack is independent of the quality of the passwords being used!

This is another reason to securely store the SAM database!
Also, careful decisions need to be made as to which machines should provide file sharing and printer services. Are the same protocol used over the internet? I mean is is SMB or are we back with CHAP and all that?

11.12 LSA Passwords

It seems that a considerable amount of secret information, such as the passwords of services, are stired in the LSA in unencypted format. This info is collectively referred to as LSA Secrets. Our discussion below not apply to these passwords but please see the paper for more information. 

These attacks were first described by Paul Ashton in August 1997.

Lsadump is a tool to dump the LSA Secrets running under Admin privilege (lsadump2.zip available from Razor BV, may be some mor einformation in a readme). This caused some concern and MS released the LSA-fix (?), which was upgraded to the LSA2-fix. There is also an MS KBA 184017.

Also do a search in technet on “LSA secrets”.

Also see HE4 p.198.

11.13 The Value of Passwords

Several of the attacks below assume the attacker has gained Adminstrator privileges, and one might wonder why go any further to obtain system passwords. 

[Viss97] Offers the following remarks. “Indeed, most hackers will probably stop after having obtained administrative access to your NT machine because this allows them to do whatever they want. However, it might still be very tempting for them to try and crack the password database for the following reasons: 

· Most people use the same password on more then one machine. Cracking one or more NT passwords will probably give the hacker access on other machines. 

· Windows/NT hashed passwords are password equivalent (see below).

· It allows them easy access to the user's applications and data files. As I stated before in Windows/NT it is impossible for a system administrator to modify correctly protected user files (mainly due to the fact that system administrators do not automatically have access to all files and there is no NT equivalent of the UNIX chown command). 

· Passwords can be traded on the black market!”

12 Windows 2000

General site on Win2K password issues.

Some refs to get things going: a1, a2.

13 Windows XP

13.1 Alerts and Incidents

In this section we list some “small” password-related problems reported online that should be considered as a possible threat to password security.

13.1.1 System Recovery Threat

In a PC World article, it was reported that “using the program's [XP] system recovery routine, the unauthorized user can then work under the guise of a Windows XP Administrator, effectively rendering any passwords useless. The flaw affects all XP user accounts, password-protected or not--visitors can then access files from the hard drive and copy to any removable media”.

They claim this is not a problem for Win2K, and it is an error in XP as such.
14 Password Policies and Guidelines

Policies try to reduce risks – can we make that statement?

Minimal criteria laid out in [PWU85].
14.1 DoD Guidelines

We need good password practices since Individual accountability is the key to securing and controllingany system that processes information on behalf of individuals or groups of individuals. A number of requirements must be met in order to satisfy this objective. "The first requirement is for individual user identification. Second, there is a need for authentication. Without authentication, user identification has no credibility. Without a credible identity (no) ... security policies can be properly invoked because there is no assurance that proper authorizations can be made." [2] This guideline ([PMG85]) has been developed to assist in providing that much needed credibility of user identity by presenting a set ofgood practices related to the design, implementation and use of password-based user authentication mechanisms. [PMG85] Use in intro as well.

[PMG85] make two types of statements: “admin person should … ”, “it is recommended that …”.
§4.2.1: Recommends that user sign a statement to obliate themselves to security awareness concerning passwords.

§4.2.2 Changing passwords

Smith describes this as “an early and important source of password rules” which seems a little overdue given that they were being used since the 60’s (p.156).

14.2 Auditing System Guidelines

[PMG85, §4.3.5]

15 Usability and Human Factors

Discussion Smith p.158.

15.1 Password Complexity

Password complexity can be considered as the total set of requirements (constraints) imposed by a password system in an effort to provide “good” passwords (trustworthy, easy to use, manageable and so on). Used by [Smi02, p.155] but is this a general term? MS has some notion about turning on some filtering criteria. 
The following (p.156) are called password rules by Smith, and are distinguished from more specific selection rules (alphabets, lengths etc.). Are these management rules? His point is that these rules have tended to accumulate over time (since the 60’s) in response to various factors, often attacks, 

· Each password must be new and different [Smi02, p.156]. See SPMR threat. Forward secrecy of passwords?
· Passwords must be memorized. If written down then must be locked up.

· Passwords must be at least 6 characters long, probably more.

· Passwords must be replaced periodically to avoid exposure. DOD Guidelines Worked example based on goal of reducing the risk of a guessed password to one chance in a million over a one year period.

· Passwords must contain mixture of letters (upper and lower case), digits and punctuation characters.

Smith claims that even these 5 rules will “leave users behind”, and jokes with the summary rule “the password must be impossible to remember and never written down”.
16 Password Threats

We note that Smith refers to these threats as “attacks”. The correct terminology should be used.

Use Likelihood as opposed to Prevalence? The definition of prevalence as used here is described in [Smi02, p.32].
	Threat Name
	Details

	LEPW: Low Entropy Password
	Security Threat: Password for a given user is determined by the attacker.

Description: A user selects a password that is easy to guess, often based on personal information concerning the user or other common knowledge. 

Comment. This attack is only successful if the attacker has some means of verifying their password guesses. Should relate this attack to OPG. Defended against by policy with some type of minimum password complexity rules. See the Trust Model Attack. 

Include here the case where a resource has a default password and a user changes it to one that is easily guessed (see [Smi02, p.109] (A-28, p.130).

Prevalence: Common.

Reference: Discussed by [Smi02, p.40] but not listed as a formal threat.

	PRIM: Password Recorded on Insecure Medium.
	Security Threat: Password for a given user is determined by the attacker..

Description: A user writes or otherwise records their password on media that is not protected. Common example, is to write passwords on paper stored on desktops or unlocked desk drawers.

Comment. Frequent problem when a common password is shared amongst a collection of users to provide access control to a single resource, such as a document.

Prevalence: Common.

Reference: Discussed by [Smi02, p.40] but not listed as a formal threat.

	KYCN: Keystroke Confusion 
(this means the login process is confused; unintentional escape sequence from logon/auth process).
	Security Threat: An attacker can masquerade as a legitimate user.

Description: A programming error in the logon process for the RAX system permitted a special sequence of white space characters to be accepted as a valid password, when in fact no password was entered. 

Prevalence: Obsolete. Modern authentication systems should of evolved to avoid such errors.

Reference: Cited by [Smi02, p.12] (A-1, p.35).

	TPWF: Theft of Password File 

(explicit password file?)


	Security Threat: A legitimate user (or attacker) is able to obtain a list of user name and passwords pairs for the system.

Description: The system stores user name and passwords pairs in a file that can be read or otherwise copied by any legitimate user (or attacker).

Prevalence. Obsolete. 

Comment. The attack is facilitated by the existence of a file containng explicit user name/password pairs, and by the system providing weak access control on this file. Modern authentication systems neither require such files and implement stronger access controls on files.

But did UNIX start out this way? General problem is that it is “almost impossible to unconditionally protect a file from unauthorized reading”. 

Reference: Cited by [Smi02, p.12] (A-2, p.35).

	TRHO: Trojan Horse

(unintentional release of system password information?)
	Security Threat: A user authorised to access a protected resource unintentionally releases information concerning that resource.

Description: Typically, a user (victim) unintentionally executes a program that exploits the user’s privileges to acquire information concerning a protected resource. For example, the user may be authorised to read the system password file, and an attacker tricks the user into executing some program which in the background copies to password file to a location accessible be the attacker. 

Prevalence. Common, sophisticated or innovative.
Comment. Smith describes this attack in terms of obtaining a copy of the password file. Torjan Horse programs that mimic login functionality are dealt with in a separate threat (THL). He cites a computer virus as an example of this threat and includes data modification (change a user’s password) as well as copying the whole file.

The issue of getting a sufficiently-privileged victim to execute a given program and then to use their inherited privileges to attack the system is a much more general problem. In UNIX for example we must consider the use of the PATH variable and setuid programs. However remember that we are addressing password issues here only.

Reference: Cited by [Smi02, p.14] (A-3, p.35).

	IBKP: Insecure Backup Process
	Security Threat: Information concerning passwords can be extracted from system backup files.

Description: While the password file or other information concerning passwords is adequately protected on the system, the corresponding backup system may implement much weaker protections. For example the password file may be totally unprotected on the backup system.

Prevalence. Common to sophisticated.

Comment. The attacker must somehow gain access to the backup data, either as it is transported to the backup centre (typically offsite), or as it is stored at the backup centre. Does the use of a separate network at CS deter local users from reading backups if they are not protected by SSL? Could SSL handle this throughput? Potentially a great deal of information beyond the password file is available because all OS access controls will be stripped away during backup data transfer.

Reference: Cited by [Smi02, p.14] but not listed as an explicit attack (A-i).

	ONPG: Online Password Guessing
	Security Threat: Password for a given user is determined by the attacker.

Description: The attacker repeatedly queries the authentication system with candidate passwords for a given user until the correct password is found, or the list of candidate is exhausted. At this point the attacker can proceed to a more exhaustive search. The attack can only proceed if it is not detected (for example, if repeated logon attempts for a given user go unnoticed).
Prevalence. Trivial.

Comment. Intelligent attackers will begin the attack with candidate passwords from dictionary or other common word sources, or even personal information gathered about the potential victim. Smith calls this a type of trial-and-error attack.

Online here means interactive. Does the attacker actually have to type in the passwords? If there is an API available are we actually into the offline case?

Attack can be folied by limiting the number of successive failed interactive logon attempts. Also cf. UNIX exponential delay between failed logons.

Reference: Cited by [Smi02, p.17] (A-4, p.35).

	LPAL: Leakage of Password Information in Audit Logs
	Security Threat: Password for a given used is determined by the attacker.

Description: Audit logs may record system logon events in such detail that the logs may reveal the password explicitly, or permit the password to be reconstructed from the contents of the log file.

Prevalence. Common.

Comment. As [Smi02, p.18]  notes, problems may occur when a user mistypes/misspells their password, or when they enter their password before their user name. The attacker must gain access to the log file on the system or in a backup for example.

Reference: Cited by [Smi02, p.18] (A-5, p.35).

	UPWD: Unintended Password Disclosure
	Security Threat: Password for a given user is revealed to an attacker.

Description: An attacker convinces a victim to reveal their password. The attacker may be masquerading as an administrator and requests the password as part of a bogus administrative task, or as a service person required to perform some support task.

Prevalence. Common.
Comment. This attack works best on users who are tricked to reveal their own passwords. It is more difficult for operators, administrators or help desk people to reveal other users’ passwords since the system usually stores the passwords in hashed form. The attacker may be able to convince such trusted users to reveal the password file but this is another attack.

Reference: Cited by [Smi02, p.19] (A-6, p.35).

	FPWC: False Password Change
	Security Threat: Password for a given user is revealed to an attacker.

Description: An attacker convinces an operators, administrators or help desk person to change the password of a given user, and to reveal the new password to the attacker, who is masquerading as the user (victim). Often perpetrated over the phone. In another variant is for the attacker to contact the victim directly (phone or email) and get them to change their password to one chosen by the attacker or revealed to the attacker.

Prevalence: Trvial.

Comment. This is an example of a social engineering attack, but many more examples could be cited. Maybe change the name of this attack.

Reference: Cited by [Smi02, p.21] (A-7, p.35).

	RHCY: Rubber Hose Cryptanalysis
	Security Threat: Password for a given user is revealed to an attacker.

Description: An attacker uses the threat of physical force to obtain the password from a user. 

Prevalence: Physical.

Comment. This type of attack is much more general than obtaining passwords, and concerns a large class of secret information associated with a system. The attacker may be interested in the decryption key for an encrypted volume for example, however a password may suffice. Such an attack is more likely to be perpetrated on an administrator whose password would grant the attacker significant system privileges.

Reference: Cited by [Smi02, p.21] (A-8, p.35).

	SHSF: Shoulder Surfing
	Security Threat: Password for a given user is revealed to an attacker.

Description: An attacker recovers a user’s password by watching the user enter their password. 

Prevalence: Trivial.

Comment. This may mean watching the screen if the password is echoed, or watching the keyboard otherwise. The number of characters in the password can still be revealed when password blinding is used. Some ATMs with small numeric key pads may permute the numbers on the key pad.

Reference: Cited by [Smi02, p.23] (A-9, p.35).

	KBSG: Keyboard Buffer Sniffing
	Security Threat: Password for a given user is recovered by an attacker.

Description: An attacker recovers a user’s password by sniffing the keyboard buffer allocated in RAM.

Prevalence: Common.

Comment.

Reference: Cited by [Smi02, p.23] (A-10, p.36).

	THLN: Trojan Horse Logon
	Security Threat: Password for a given user is recovered by an attacker.

Description: An attacker recovers a user’s password by installing a program which mimics the expected or standard login (logon?) program/sequence for the system.

Prevalence: Common.

Comment.

Reference: Cited by [Smi02, p.26] (A-11, p.36).

	OFPG: Offline Password Guessing
	Security Threat: Password for a given user is recovered by an attacker.

Description: An attacker searches through the system password file, assuming that is contains passwords in hashed form. This is a trial-and-error attack, but search can be ordered to take advantage of low-entropy (structured) passwords.

Prevalence: Physical, Sophisticated.

Comment. May actually recover the password for more than one user. The attack assumes that all details of how the password hashing is done are public. Also must have access to password file. 

I assume that there are variants on other formats of the password file that contain passwords that are neither cleartext nor hashed. Speed of attack will also depend on crypto shortcuts and basic hardware speeds.

Reference: Cited by [Smi02, p.52] (A-13, p.69).

	DWCY: Dependence on Weak Cryptography
	Security Threat: Large collection of passwords are recovered by an attacker.

Description: An attacker uses a method which dramtically reduces the security provided by the underlying cryptographic algorithms used for password-based authentication.

Prevalence: Common, Sophisticated.

Comment. Typical attack here would be a means to invert the underlying hash function. Need a better list of examples here. This is a moving target which must be monitored, in a similar fashion as viruses, though changes are not expected to be as dramatic.

Reference: Cited by [Smi02, p.54] (A-15, p.70).

	OFDA: Offline Dictionary Attack


	Security Threat: Passwords for one or several users are recovered by an attacker.

Description: An attacker uses public or custom dictionaries to compile lists of candidate hashed passwords, and searches a given password file for matches. The dictionary hashes can be precomputed in a one-off computation.

Prevalence: Common.

Comment. This attack assumes that all details of how the password hashing is done are public. Also must have access to password file. Maybe memory intensive and can be frustrated by things like the Unix salt. 

Reference: Cited by [Smi02, p.54] (A-16, p.70).

	TMAK: Trust Model Attack
	Security Threat: Attacker gains access to multiple resources by recovering a single password.

Description: Underlying trust model uses one or a few passwords to control access to a large number of resources, potentially on different machines and domains. In the case of “r” commands access to further machines is unauthenticated.

Prevalence: Trivial.

Comment “r” command weakness exploited by Internet Worm. Another big question is how system security is affected when not everyone selects high entropy passwords. That is, what damage can an attacker do with one password from a domain or user group? Is security really determined by the weakest link in this case? How has networked operating systems changed risks? Cf. Internet worm and other viruses. Big part of the risk analysis and may therefore dictate the use of centralised policy in this regard because cannot risk users assuming these responsibilities. 

How can firewalling help here?

This type of attack heightened with password-protected PKCS 12 files, as risks extended beyond system perimeter (I can now sign for you).

Reference: Cited by [Smi02, p.59] (A-19, p.70).

	ONDA: Online Dictionary Attack
	Security Threat: Passwords for one or several users are recovered by an attacker.

Description: An attacker installs software on the victim’s systems which does a local real time search of password hashes using local dictionaries or dictionaries contained in the attacking program. 

Prevalence: Common.

Comment. This attack assumes that all details of how the password hashing is done are public, and have access to password file. No precomputation done typically, since such dictionaries are large. Passwords attacked one by one. May be detected through CPU usage for example, or may be detected if it attempts to may recovered passwords back to attacker.

Reference: Cited by [Smi02, p.59] (A-20, p.70).

	DCPC: Default Resource Password Not Changed
	Security Threat: An attacker gains access to a password-protected resource.

Description: The system uses a resource (software or hardware, peripheral) with password-based access control. The password of the resource is initialised to a well-known default value by the vendor and this default value is not changed by an administrator or operator during installation. 

Comment. This applies to default user accounts for example. In XP accounts are initialises with blank password for example (can Win2K sec tools detect this?). Yes, make this clear that a type of enrollment process may use the acoount user name as the default initial password. 

Concrete example of default device password is the BIOS password (see [Smi02, p.109]), usually set by the manufacturer, which controls the drive from which the OS is booted.
Prevalence: Common.

Reference: Discussed by [Smi02, p.40] and cited by [Smi02, p.82] (A-26, p.100). [PMG85, §4.1.1].

	OSSA: OS Substitution Attack
	Security Threat: An attacker gains access system files unprotected by access controls.

Description: The attacker boots a machine using their own OS (on disk or CD-ROM) which has access controls disabled, and ignores OS on hard disk. The attacker can even add (virus) or alter files and then return to the normal booting OS.

Comment. This attack bypasses logon passwords, password controls on files, and in fact all other security settings.

Prevalence: Physical.

Reference: Cited by [Smi02, p.109] (A-27, p.130).

	ERPW: Erase Password
	Security Threat: Attacker recovers a device password.

Description: “Either run software that erases the password memory or interrupt the power supply that maintains password memory”.

Comment. Need some more detail here to see why it is for devices.

Prevalence: Common or Physical.

Reference: Cited by [Smi02, p.109] (A-29, p.130).

	SPMR: Single Password for Multiple Resources
	Security Threat: An attacker recovers a single password through some means but gains access to multiple resources.

Description: A user or administrator has used the same password to protect several resources (accounts, data, devices etc), and the recovery of the password by an attacker grants access to all such resources.

Comment. 

Prevalence: Common?.

Reference: Discussed by [Smi02, p.156] but no formal threat.

	UDPT: Undetected Password Theft
	Security Threat: An attacker obtains a user password.

Description: An attacker obtains the password but the user is not aware that their password has been compromised. The attacker is able to access the resouces protected by the password until the password is changed, or the presence of the attacker is otherwise detected.

Comment. I guess this applies to general resources protected by passwords

Prevalence: Common?
Reference: [PMG85, §4.2.2].

	DDPE: Denial of Service Due to Password Expiration
	Security Threat: A user cannot access their account or other resources.

Description: The password system enforces regular password changes but the user was not able to change the password before it expired. This attack assumes that the password cannot be used to authenticate the change password operation once it has expired.

Comment. Modern systems may avoid this threat simply by requiring password change at the next logon attempt. 

Prevalence: Common?
Reference: [PMG85, §4.2.2.1].


17 Password Defences

Defences is not a good name (from Smith) and we should probably use some Risk Analysis term like Threat Mitigation. Check [SP830] fo example.

	Defence Name
	Details

	SSDN: Secure Software Design 

	Defends Against/Mitigates: KC.

Description: Eliminate or reduce software errors through a systematic approach to software design and implementation (programming?). 

Comment. Probably use some text here from Writing Secure Code book.

Reference: Cited by [Smi02, p.14] (D-1, p.36).

	HDPW: Hashed Passwords

(don’t like the use of hashed here, but maybe it is correct).
	Defends Against/Mitigates: TPF, A-6.
Description: Passwords are not stored explicitly but rather a one-way function is used to “hash” the password. A secure logon procedure can still be implemented using the hashed form of the password.

Comment. “Password hashing has become an essential defense in any system that uses passwords” [Smi02, p.15].
Reference: Cited by [Smi02, p.14] (D-2, p.36).

	AULA: Audit Trail of Unsuccessful Logon Attempts 
	Defends Against/Mitigates: ONPG.

Description: The audit trail kept for the system records unsuccessful logon attempts for each user. This information should be sufficiently detailed to detect online password guessing, or other attacks based a repeated querying of the system authentication mechanism.

Comment. Should online guessing attacks be detected in real time? It must be since this defence would not counter T5. What do tools do in this case? 

Reference: Cited by [Smi02, p.17] (D-3, p.36).

	LULA: Limit the Number of Unsuccessful Logon Attempts
	Defends Against/Mitigates: ONPG.

Description: The system records the number of (repeated) unsuccessful logon attempts, and disbles the user account when a threshold is reached. This threshold should be defined in the security/password policy for the system.

Comment. Such a threshold can be defined in Windows 2000/XP, along with other password parameters. Smith uses the term “excessive guesses” rather than threshold. Smith claims this also defends against LPAL (A-5) but this is not clear.

Reference: Cited by [Smi02, p.18] (D-4, p.36).

	PWCP: Password Change Policy
	Defends Against/Mitigates: FPC.

Description: Define and enforce a secure process for changing user passwords. This process may require users to change their passwords in-person, or to make a password change request and then receive the new password via one or several out-of-band methods, potentially through another trusted person.

Comment. This defense should be extended to all aspects of password management, not simply changing an existing password. Users should understand the circumstances under which they must reveal their passwords to 3rd parties to defend against social engineering attacks. This all assumes that there is a definite password policy in place.

Reference: Cited by [Smi02, p.19] (D-5, p.37).

	PWDP: Password Disclosure Policy
	Defends Against/Mitigates: UPD, FPC.

Description: State clearly that users must never reveal their passwords to another person under any circumstances. 

Comment. This is another element of password policy. I guess that the policy must state that passwords can only be revealed to a secure process, which will depend on the definition of the full life cycle management process of passwords. The point here is that users should not be intimidated into revealing passwords and should be confident of their rights and responsibilities under the password policy. Users should be able to rebuff attackers masquerading on the phone, or feel confident not to respond to (forged) email requests that appear to orginate with their administrators.

Reference: Cited by [Smi02, p.20] (D-6, p.37).

	DSSL: Duress Signal
	Defends Against/Mitigates: RHC.

Description: The logon procedure contains a mechanism that permits the user to logon in such a manner that a signal is sent to an administrator which indicates that the logon is under duress. 

Comment. The user may have another similar user name for this purpose, with a distinct password. To be effective users must be trained to use the duress signal under potentially traumatic conditions. If the duress signal simply disables the user’s account then this will alert the attacker, and potentially endanger the user, a situation which they may actively avoid. 

Reference: Cited by [Smi02, p.21] (D-7, p.37).

	HPSV: Honey Pot Service
	Defends Against/Mitigates: RHC.

Description: “Allows attackers to enter the system, presenting them with a legitimate-appearing target, while restricting their access to truly valuable resources and keeping them under surveillance”. 

Comment. Do people really do this for passwords, except in the military? Again, a more general principle than protecting passwords. In fact such defenses are more prevalent in network security security concerning network devices such as firewalls and routers. The point here to convince the attacker that they have penetrated the system, when in fact they are in a “sandbox” and they are being monitored.

Reference: Cited by [Smi02, p.22] (D-8, p.37).

	PWBD: Password Blinding
	Defends Against/Mitigates: SS.

Description: Logon process does not echo entered password characters, but typically prints a single character repeatedly.

Comment. May actually print more or less blinded characters to conceal the actual password length.

Reference: Cited by [Smi02, p.23] (D-9, p.37).

	KBPN: Keyboard Buffer Protection


	Defends Against/Mitigates: KBS.

Description: Use hardware memory protection features to enforce that only system process can access that part of RAM allocated to the keyboard buffer.

Comment. 

Reference: Cited by [Smi02, p.23] (D-10, p.37).

	SCPW: Simple Change of Password
	Defends Against/Mitigates: SS, PFT, KBS.

Description: When a user password is known or suspected of being compromised then the user can easily/directly change their password. This limits the potential damage of the exposed password.

Comment.

Reference: Cited by [Smi02, p.26] (D-11, p.37).

	SASQ: Secure Attention Sequence
	Defends Against/Mitigates: THL.

Description: A special keystroke sequence is assigned to establish a trusted path between the user and the login program. 

Comment. A standard feature of Windows systems but not UNIX systems. This sequence is a requirement of TCSEC.

Reference: Cited by [Smi02, p.27] (D-12, p.37).

	FLPT: Force Lengthy Password Trial
	Defends Against/Mitigates: OFPG, LEPW.

Description: Design the authentication system so that trial-and-error per trial takes as long as possible. 

Comment. Really a defence these days?

Reference: Cited by [Smi02, p.53] (D-13, p.71).

	UNSA: Use Nonstandard Algorithms
	Defends Against/Mitigates: ONDA, OFDA, ONPG, OFPG, LEPW.

Description: “Carefully modify standard algorithms so that standard products can’t be used to attack the system. This can also introduce vulnerabilities”. 

Comment. This seems too risky a defence. Example is the the use of the salt in Unix to alter the E-tables of DES (really)?

Reference: Cited by [Smi02, p.54] (D-14, p.71).

	IPWE: Increase Password Entropy
	Defends Against/Mitigates: ONDA, OFDA, ONPG, OFPG, LEPW.

Description: Implement policy/procedures to increase entropy of password. 

Comment. This includes resetting vendor passwords set at manufacturing (see [Smi02, p.109] (D-28, p.131).

Reference: Cited by [Smi02, p.62] (D-19, p.71).

	SPWF: Shadow Password File
	Defends Against/Mitigates: ONDA, OFDA, ONPG, OFPG, LEPW.

Description: Store hashed passwords in separate file to other account/information so that this file can be specially protected. Grant access only to privileged programs which require such access. Many attacks are circumvented if they cannot get access to the (hashes of the) password file.

Comment. Which systems use this? Really only a Unix idea?

Reference: Cited by [Smi02, p.62] (D-20, p.71).

	ADPW: Assign Default Password
	Defends Against/Mitigates: Theft of resources (usually accounts) for which no initial password is assigned.

Description: Attackers can gain access to resources if there is some delay in assignment of a password to a resource, such as in account creation. 

Comment. 

Reference: Cited by [Smi02, p.81] (D-24, p.101).

	CDPW: 
	Defends Against/Mitigates: Theft of resources (usually accounts) for a (well-known) default password is assigned by vendor or manufacturer.

Description: Attackers can gain access to resources if the default password is not changed.

Comment. 

Reference: Cited by [Smi02, p.101]. [PMG85, §4.1.1].

	PEIP: Password Enrollment In-Person
	Defends Against/Mitigates: False user name assignment (clear identification), DCPC.

Description: Each user must meet with an administrator or other trusted person to enroll for  their account, and obtain an initial password for their account.

Comment. Can make clear identification (say biometric using photo, and also obtain consent on system policies including password management).

Reference: Cited by [Smi02, p.83] (D-25, p.101).

	ASIS: Assign Initial Secret
	Defends Against/Mitigates: When either too risky or costly to allow users to generate own initial password, or make user enrol in-person, LEPW.

Description: Generate a password for users, say according to policy, and then define a secure process for delivery. This approach is very common for bulk issuance and centrally managed services. This approach can also be used for updating passwords and other management functions. 

Comment. This is more of an approach than a defense. This is the stated approach in [PMG85, §4.1.2].

Reference: Cited by [Smi02, p.83] (D-26, p.101).

	CBPW: Create BIOS Password
	Defends Against/Mitigates: OSSA.

Description: The operation of changing the disk drive from where a machine boots its OS is password protected. 

Comment. 

Reference: Cited by [Smi02, p.109] (D-27, p.101).

	UPPR: Unique Password for each Password-protected Resource
	Defends Against/Mitigates: SPMR

Description: Each password-protected resource controlled by a given user is assigned a unique (different) and new (nopn-repeating) password so that recovery of a single password by an attacker only grants access to a single resource. Also prevents against recovering “old” passwords. Type of forward secrecy for passwords? 

Comment. Can only guarantee uniqueness property per user. Will salts help here? This defence can be implemented by policy but do commercial systems actually provide this possibility? Well not if passwords are not centrally administered? Desktop software?

Reference: Discussed by [Smi02, p.156].

	RPWC: Regular Password Change
	Defends Against/Mitigates: UDPT

Description: Password theft for a resource may be undetected by the user or administrator. To minimize the period that an attacker who has recovered the password has access to the resource, the password for the resource should be changed regularly. Equivalently, the password system enforces a maximum password lifetime to avoid the risk of password exposure due to prolonged usage. Importantly, this defense is designed to protect against unknown threats.

Comment. Regular password changes and their frequency should be stated in policy. Owner’s of passwords should be made aware of their responsibilities, and may even sign a document to this effect (recommended by [PMG85, §4.2.1]). 

Reference: [PMG85, §4.2.2].
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19 Glossary

Capitalized terms refer to terms defined in the Glossary. 

	Term
	Definition

	Acceptable Password (for a given User).
	· A Legal Password that satisfies all Password Rules of the Password System with respect to a given User. 

· A given Legal Password may be acceptable to one User but not another, depending for example, on the Password Histories of the respective Users.

	Access Password
	· A Password used to authorize access to a resource. Such passwords are distributed to all entities who are authorized similar access to the resource [PWU85].
· Do we actually have some real world example where this is used?

	Attacker
	· 

	Authentication
	· How computers can confidently associate an identity with a person [Smi02,p.xvii].

· MORE

	Automatic Password Selection 
	· A Password Selection Process provided by the Password System that selects an Acceptable Password for a given User without involving the User in the selection process.

	Change of Password
	· See Password Replacement.

	Character
	· An element of a Character Set.

	Compromise
	· General

· More specific for Password Compromise.

	Cryptographic Hashing Method
	· 

	Current User Password
	· The Legal Password assigned to a User at the present time.

	Entity
	· Any person, process, device or other system component. An Entity may be logical or physical.

	
	· 

	Hashing 
	· General definition.

	Identifier
	· A string a characters assigned by a computer system which is used to uniquely identify an entity.

	Guess Rate
	· Rate or speed with which an attacker can search the password space as a function of each password considered (guessed).

· This could refer to the raw time to verify whether a candidate password is correct, and may be the same as say executing a logon, or could be the offline dictionary rate and so on. Not the time for the overall attack just the per password rate. Here we can mention salts, non-standard algorithms and other methods to slow down the guess rate.

· Used in [PMG85] for calculations related to maximum password lifetime.

	Legal Password
	· A Password that satisfies the Password Composition Rules of a Password System.

· Legal Passwords form the elements of the Password Space as defined by the Password Composition Rules of the Password System. 

· Typically additional (non-composition based) Password Rules will need to be considered to determine if a given Legal Password may be assigned to a specific User. For example, the password may be required to be unique over the Password History of a User. 

	Logon Rate
	· The rate at which username and password pairs can be submitted to a Logon process for authentication. 

	Maximum Password Lifetime
	· A parameter that defines the maximum elapsed time after assignment for which a password is to be considered suitable for use in a password system.

· This value is determined by a risk analysis of the threats to password exposure/compromise resulting from normal operation of the password system. 

· Passwords that reach the maximum lifetime may be invalidated.

	Passphrase
	· A password that represents a phrase, typically consisting of (dictionnary) words separated by a non-alphabetic character such as blanks.

· Concatenation of words drawn from a dictionary.

· When the passphrase is assigned as a personal password for a user, the phrase is usually chosen so that it is relatively easy to remember for the user as compared to a “phraseless” password with similar entropy or complexity. Passphrases must typically be selected to be much longer than “phraseless” passwords to achieve the same entropy.

· Used for example in PGP.

	Password
	· A sequence of characters that can be used for several authentication purposes [PWU85].
· A character string used to authenticate an identity. Knowledge of the password that is associated with an identifier is considered proof of authorization to use the capabilities associated with that identifier [PMG85]. 

	Password Alphabet
	· The set of all possible characters which may be selected as a character of a Legal Password for a Password System. 

· The Password Alphabet is often defined as the union of a collection of disjoint Password Subalphabets.

· The size of the Password Space (equivalently the number of Legal Passwords) is at most LA where L is the maximum length of a Legal Password, and A is the size of the Password Alphabet.

	Password Assignment
	· The process of (securely) associating an Acceptable Password for a given User with the unique Identity of the User in the Password Database. 

	Password Auditing
	· The process of auditing an existing Password Database to determine if any of the current Valid Passwords fail to meet the requirements of a given set of filtering criteria.

	Password Blinding
	· Login process overwrites the characters echoed to the screen when a user types in their password [Smi02, p.12]. It is also said that the system “masks” the password characters or disables “echo” at terminal [Smi02, p.80]. 

· Referred to as “obliteration” [PMG85, §4.2.2.3] using overprinting or terminal screen erasing.

· Check Garlic glossary.

	Password-based Authentication
	· 

	Password Compromise
	· Dislcosing a Password, or part of a Password, to someone not authorised to know, have or use the Password [PWU85]. 
· This assumes that a policy exists which defines who may have knowledge of each Password in the Password System. I guess it is possible to list such compromises. It may also be possible to use entropy in this case since the definition concerns disclosure of literal parts of the Password, but some attacks may simply reduce the portion of the Password Space that needs to be searched (cf. LM hash construction).

	Password Character Set
	· See Password Alphabet.

	Password Complexity
	· 

	Password Composition Rules
	· A subset of the Password Rules that specify how characters from the Password Alphabet are to be selected and combined to generate Legal Passwords.

· Usually crafted to reduce the likelihood that Passwords are selected from a relatively small subset of the Password Space (to avoid low-entropy or easily-guessable Passwords). 

· May also include difficult to quantify properties such as password characters that are evenly distributed across left- and right-hand typing.

	Password Database
	· A (logical) component of a password system that stores information on each entity managed by the password system. The database includes information on all valid passwords accepted by the password system. Note that the database need not store a literal representation of passwords to function correctly.

· In Unix systems this is the “/etc/passwd” file and the shadow password file it it exists. In Windows systems this is the SAM and the Registry.

	Password Equivalent
	· 

	Password Expiration
	· A Legal Password that was assigned to an Entity (Valid Password?) such that the elapsed time since Password Assignment now exceeds the maximum Password Lifetime defined by the Password System.

· Alternately, a mechanism used by an Administrator to force a User to replace a given password. 

	Password Exposure
	· A valid password is revealed to an entity other the entity to which the password has been, or is to be, assigned [PMG85]. 

· Also referred to as compromise. Disclosure?

· Password management processes must be designed to avoid exposure to administrators of a password system (see [PMG85]).

	Password Generation
	· The process of generating or selecting a Legal Password from the Password Space.

	Password Hash
	· The output of a Password Hashing Method acting on a specific Password.

	Password Hashing Method
	· A method for transforming Passwords based on a Cryptographic Hashing Method.

	Password Hint
	· A mneumonic or other suggestive information chosen by a user to assist them in remembering their password. 

	Password History
	· A set of previous passwords assigned to a given User.

· A full history includes all passwords that have been assigned to a User, while a partial history includes for example, only the n most recent passwords assigned to the User. 

	Password Invalidation
	· Removing a Valid Password from the Password Space to avoid the password from being reassigned [PMG85]. 

· A password in invalidated so that it cannot be associated with another user, or if it was compromised so that it cannot be reassigned as a Valid Password for some other User.

· May also be referred to as Password Deletion.

	Password Length Rules
	· One or several Password Rules that address the number of Characters appearing in a Legal Password. 

· The length requirements are usually expressed as a range, defined by a minimal length and maximal length, or simply a minimal length. If the password length is fixed, the minimal and maximal length requirements coincide.

	Password Lifetime
	· The elapsed time from assigning a Password until either the Password is replaced, or the maximum Password Lifetime is reached.

	Password Reassignment
	· A password that was previously assigned to an entity is assigned to the same entity or another entity. A previously assigned password can be characterised as either a valid password, an expired password, or a password that was replaced while it was valid but has yet to expire. 

· It may be policy to avoid password reassignment.

	Password Policy
	· 

	Password Registration
	· The process of assigning a Password to an entity for which no previous Password Assignment has been made, or for which all previously assigned Passwords have been replaced or expired.

	Password Replacement
	· For an entity with a valid password, a new password is selected and assigned to the entity. This operation is usually authorized by the current password, or by an Admin.

· Use the word “replace” rather than “change” to suggest that old password is not used again [PWU85].

· Lots of possible policy issues here: select at random, different from all previous valid passwords, selection not a valid password for another entity, and so on. Not to select previously selected passwords. Do we have a name for passwords that have been repleaced but not expired?

	Password Reset
	· A trusted person of the Password System selects and assigns a new password for a User. The current password of a User is usually reset if 

· The password is no longer accessible to the User (say lbecause it is lost or forgotten)

· The current user password has expired and the user is locked out.

· It is suspected that the Password has been compromised.

· A password may be reset at the request of the User of on their behalf. The authentication for this operation may be tricky, as well as distributing the new password if it was not generated by the User.

	Password Rules
	· A collection of rules or requirements, usually stated in a Password Policy, that are designed to reduce the risk of Password Compromise.

· See also Password Composition Rules.

· Passwords Rules include management (non-technical) rules, such as Password Lifetime, how long before Passwords can be re-assigned and so on (more here later). Have to accept that some systems have no such rules, or that the rule set is null.

	Password Selection (for a User)
	· The process of generating or selecting an Acceptable Password for a specific User.

· Password selection is typically achieved by generating a sequence of Legal Passwords until one is selected which satisfies all the Password Rules as applied to a specific User.

· This process is either performed by the User, or on their behalf by an administrator, possibly using Automatic Password Generation tools.

	Password Sniffing
	· An attacker attempts to intercept a copy of the secret password as it travels from its owner to the authentication mechanism.

	Password Space
	· The set of all (distinct) Legal Passwords defined by the Password Composition Rules of a Password System. 

	Password Subalphabet
	· A well-defined set of characters that forms a subset of the Password Alphabet. 

· The Password Alphabet is often defined as the union of disjoint subalphabets, and the Password Composition Rules state how various characters from the subalphabets are to be selected and combined. Each additional subalphabet typically increases the size of the Password Space geometrically.

· Example subalphabets include digits, letters, punctuation characters, non-printable characters, the ASCII character set. These are referred to as well-known character sets.

	Password System
	· A system that uses a Password to authenticate a person's identity or to authorize a person's access to data and which consists of a means for performing one or more of the following password operations: generation, distribution, entry, storage, authentication, replacement, encryption and/or decryption of passwords [PWU85, §1.11].
· A part of an automatic data processing (ADP) system that is used to authenticate a user's identity. Assurance of unequivocal identification is based on the user's ability to enter a private password that no one else should know [PMG85, §3].
· The specific management functions above need to be corrected to the definitions given here. Also the definition should be changed to reflect passwords for non-humans.
· Do we state that a Password System must include a Password Policy? Maybe just say that a PS is an implementation of a PP, or satisfies a PP. 

	Password-based Authentication
	· The process of authenticating a user name using a Password System.

· Have to do something here for non-humans. How are Windows services authenticated?

	Personal Password
	· A password selected by a person and known only to that person, which is used to authenticate their identity as represented by their user name [PWU85]. 

	Proactive Password Checking
	· The process of applying filtered password selection to password registration and password replacement.

	Random Password
	· A Legal Password generated by a Random Password Generation process. Also referred to as a Randomly Generated Password.

	Randomly Generated Password
	· An alternate name for a Random Password.

	Random Password Generation
	· A Password Generation process such that each Legal Password is equally likely to be generated or selected. The output of such as a process is referred to as a Random Password or a Randomly Generated Password.

· Equivalently, if the Password Space has cardinality n, a Random Password Generation process generates each Legal Password with probability 1/n. 

· This property may be difficult to guarantee formally if the Password Composition Rules are complex. Is this formally different from random generation of Acceptable User Passwords?

	Secure Attention (Signal/Sequence)
	· A reserved keystroke or other interactive signal that is always intercepted by trusted software in the system and that cannot be intercepted by Trojan Horse software [Smi02, p.513].

	Threat
	· 

	Security Officer
	· An individual who is designated as being responsible for the security of a given computer system [PWU85].

· We need this person to make policy statements. Also the term “system” may be difficult to define – a machine, domain and so on.

	Valid Password
	· An Acceptable Password that was assigned to a User which has neither expired nor been replaced [PWU85]. 

· The meaning is that a Valid Password is currently assigned to an Entity and must be used to Authenticate that Entity to the Password System until the Password is either replaced or expires.

	Victim
	· 

	Uniform Password Generation
	· An alternate name for Random Password Generation.

	User
	· 

	User Name 
	· A data item associated with a specific individual which represents the identity of that individual and may be known to other individuals [PWU85]. In fact they use the term personal identifier.

· Does “may be known” mean they have the right to know, or they may find out and this threat, if it is one, must be addressed? This is one of the goals of enumeration (see HE4).

· It is assumed that such identities are not secret, and the security of the computer/password system does not strictly rely on the secrecy of these identities. A small note, but XP system display a collection of user names on the login screen, and some books suggest that this information should be suppressed as it may be helpful to an attacker. Also in XP this screen also gives access to password hints.

· User names may be symbolic or suggestive of the true identity of the user that they represent.

· It may be system policy to enforce uniqueness of user names across time to enforce certain audit functions.

	Vulnerability
	· 


20 Abbreviations

	Abbreviation
	Expanded Abbreviation

	DOD
	US Department of Defence 

	DOD PMG
	DOD Password Management Guideline [PMG85]

	FIPS
	Federal Information Processing Standards (Publication) 

	FIPS 112
	FIPS 112, Standard for Password Usage [PWU85]

	NIST
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	Version
	Changes

	Version 0.A, June 23rd, 2003.
	Initial version.


� Both the DOD PMG and FIPS 112 use the term Automatic Data Processing (ADP) system.


� Need to verify that the Login process leaks no side information. Might be useful to compare with SSL-based attacks where false decryption does lead to useful side information being revealed. Also check on LASEC attack as well.


� The Networking Guide seems to only be available from the Microsoft Technet homepage, and it is no longer listed on the homepage of Microsoft Press. 
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